
BACKGROUND:  

Receipting processes that include payments made via credit card, E-check and ACH payments have been 
implemented in many local governments in a variety of departments.   Many of these processes use a 

third party vendor to process the payments.  The use of a third party vendor in the receipting process 
introduces potential audits risks associated with timely deposit and protection of public funds that should 

be considered.  

   
The requirements related to third party receipting vendors vary depending on their role in the receipting 

process.  We have defined them with 3 main categories: 
 

A. Receipting Vendors: A receipting vendor accepts payments on behalf of the entity.  These 
vendors frequently provide web functionality or software to support receipting and credit card 

payment functionality.  The receipting vendor acts as an intermediary between the card 

processor / merchant services provider and the entity. 
 

B. Service Providers with Receipting: These vendors perform a service and accept payments on 
behalf of the entity.  For example, collection agencies or food handling permit testing. 

 

C. Card Processor / Merchant Services Provider:   Credit cards payments are processed through 

the banking system using an ‘acquiring bank’.  The acquiring bank may also be referred to as the 

merchant service provider or credit card processing company.  Credit card processors interact 

directly with the banking (card) network.   A credit card processor may have a direct interface 
with the local government or indirectly, through the receipting vendor / service provider. 

 
 

PROCEDURES TO CONSIDER:  

1. Perform preliminary assessment of third party receipting activity 
a. Identify the revenue streams where  receipt payments are collected through a third party 

vendor.  Consider on-line payments; lock box arrangements, on-site credit card devices 

including portable devices.    This activity is frequently identified in treasurer’s offices, 
courts, jails, parks, schools, hospitals, and utilities. 

b. Fill out the first 3 columns of the third party receipting worksheet for each revenue 
stream identified.  
 

2. For selected revenue streams, obtain a copy of the entity’s contract.  Review the contract to gain 

an understanding of the nature of the third party payment arrangement.    The expectations and 

risks vary depending on the type of third party arrangement.    The following questions will help 

you determine which type of contract you have.  If you are not sure, contact 

fapalert@sao.wa.gov for assistance. 

a. Does the third party vendor provide additional services or benefit beyond receipting on 

behalf of the entity?  Some examples of additional services include adding a digital 

signature, testing, and delinquent receivable collections.  Provision of a web site or 

receipting interface functionality is not considered an additional service for purpose of 

this test.   Contracts with an additional service should be reviewed in the ‘Service and 

Receipting Provider’ section of the worksheet.   

b. Is the vendor a card processor / merchant service provider?    These contracts are 

supported by ‘Merchant Card Processing’ Applications or agreements.  Agreements will 

generally include terminology such as ‘Acquiring Bank’ or ‘Merchant Card Processor’.  

Examples include Elavon, Citibank, Capital One, MBNA / Bank of America, Chase, TSYS, 
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First Data.  These agreements should be reviewed under the ‘Card Processor’ section of 

the worksheet. 

c. The remaining third party vendor agreements should be evaluated in the Receipting 

Vendor section of the worksheet. 

 

3. Evaluate the contract for the following issues based on the type of arrangement implemented: 

a. Service and Receipting Providers.  In this type of contract, the provider performs a 

service in addition to receipting.    

Substantive services in addition to receipting may impact the timing as to when the 
requirements for approved public depository and timely deposit requirements apply.  If 
you have questions, please post a copy of the agreement to the SAO Share and send the 
question to fapalert@sao.wa.gov. 

Identify contractual requirements for frequency of funds remittance.  In general, funds 

should be remitted at least monthly in accordance with the contract. 

The third party vendor or entity will have a merchant services agreement.  Determine 

whether the third party vendor is using the entity’s merchant ID or the vendor’s 

merchant ID for credit card processing.  If they are using the entity’s merchant ID, the 

auditor should also complete the Receipting Vendor portion of the worksheet.  If the 

vendor’s merchant ID is being used, evaluate the contract for safeguards implemented 

to protect the funds collected for the benefit of the entity. 

 

b. Card Processor / Merchant Services Providers.   The credit card processor interfaces 

directly with the credit card network.  Credit card processing vendors regularly include 

contractual language to create a reserve to cover credit card returns, charge backs etc.  

The terms of the reserve are defined by the card processor’s underwriter and are 

negotiable.   

 

In general, given the nature of the credit card payments received by local governments, 
it is expected the reserve will not be exercised.  If a reserve is exercised, this would be 
an indication of risk.   

 

Review the contract to determine reserve requirement and inquire with the entity to 
determine if the reserve requirement has been exercised. 

 
Determine the account funds are settled into by the card processor.  If the bank account 
is an entity controlled bank account in a PDPC approved bank, no further review is 

necessary for this section of this audit program and the auditor should skip to step 4.   If 
the bank account is a vendor controlled bank account, this vendor is also acting as a 

receipting vendor and section C should be completed as well. 
 

c. Receipting Vendors 

 
In many cases, a third party receipting vendor provides an interface between the entity 

and the credit card processors in the form of software or web functionality.   Review the 

agreement for the following issues: 
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 Bank Account.    Based on review of the contract and inquiry with entity personnel, 

determine if the funds processed through the vendor’s software / web site are 
deposited directly in the entity’s qualified public depository from the credit card 

processor or if there is an intermediate stop in an account maintained by the vendor. 
 

If the proceeds are not directly deposited in the district’s bank account by the card 

processor, identify the name of the vendor’s bank. 

 Settlement procedures.  Ideally, funds are deposited on a daily basis with the 

entity.  However card processing may take between 3-5 banking days.  The details of 
the payment process should be outlined in the contract.   The third party vendor 

should be remitting the funds within a day of receiving them through the card 

processing settlement process unless the treasurer has granted an exception of up to 
5 days.  The vendor should NOT be mailing a check to the entity to remit the funds. 

 

 Safeguards.  If funds are held by the third party vendor outside of an entity 

controlled qualified public depository, inquire about the safeguards that have been 
implemented to protect the funds from loss.  The following are some possible 

safeguards that could be included in the contract: 

 Surety Bond.  Does the contract require that there is a surety bond or 
insurance policy in place in case something happens to the funds before 

they are deposited in the entity’s bank? 
 Service Organization Control (SOC) Audits.  Review contract for 

any requirements for the third party vendor to obtain a SOC Report.   A 

SOC 1 report (may also be called SSAE 16) provides assurance on 
internal controls over financial reporting.  A SOC 2 or 3 report provides 

assurance on compliance and operational controls over security, 

availability, processing integrity, confidentiality and/or privacy.    See 

Managing Risks by Obtaining a Service Auditor’s Report  for a more 

detailed overview of Service Organization Control Reports. 

 Withholding or Reserve account.  Review the contract for reserve or withholding 

requirements that allow the vendor to withhold funds from the entity.  Third party 

receipting vendors should not be retaining public funds.   

 

 
4. Payment Card Industry (PCI) requirements.  Card payments are subject to PCI 

requirements protecting credit card information.   All of the contract types should identify who is 

responsible for compliance with the requirements.  Generally, this will be a shared 

responsibility.  See Payment Card Industry-Data Security Standards for overview of PCI 

requirements.  Review the contract to determine if PCI requirements are addressed. 

 

5.  Evaluate the entity’s process for monitoring and oversight of third party payments.  The process 

may be implemented differently from one department to the next even with the same 

vendor.  Consider:  
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 Entity’s process for monitoring revenue received through the vendor.  Expected controls 
include: 

 Reconciliation of entity records to payments deposited in the bank from the vendor 

 Oversight monitoring of receipts to revenue expectations  

 Entity oversight of the vendor’s controls established to protect public funds 

 If the vendor had a Service Organization Control (SOC) report, did the entity review 

the report? 
 Is the vendor a currently PCI approved service provider? (that is, on MasterCard’s list 

of PCI-DSS Service Providers or Visa’s list of PCI-DSS Service Providers) 

 Entity’s awareness of their responsibilities for PCI based on the contract. 

6.      Test a selection of payments from time of customer payment to deposit with the entity.  

7.      Email the completed third party  receipting worksheet to FAPAlert@sao.wa.gov with the subject 

line:  TPCR  

   

If you have questions or need further assistance, contact Local IS Audit at fapalert@sao.wa.gov.   
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